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Hello! We’re pleased to send you this monthly 
issue of t h e  G u l f c o a s t  N e t w o r k i n g  
N e w s l e t t e r  It’ s our way of saying that 
you’re important to us and we truly value your 
business. Please feel free to pass this 
newsletter on to friends and colleagues. Enjoy! 

MONTHLY QUOTES: 

"Positive anything is better than 

negative nothing." 

Elbert Hubbard 

 

"Lead, follow, or get out of the 

way." 

Thomas Paine 

 

"Most of the important things in the 

world have been accomplished by 

people who have kept on trying 

when there seemed to be no hope at 

all." 

Dale Carnegie 
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Cyber-attacks on Small Businesses 

Are on the Rise 

It used to be a rarity to hear about small businesses suffering hacking 
attacks, but the Verizon 2019 Data Breach Investigations Report (DBIR) 
states that 43% of cyber-attacks are now aimed at small businesses, 
making them the most attacked of all groups. Small businesses tend to be 
less knowledgeable about security and invest less in this area, and 
cybercriminals are exploiting this weakness. 

While new additional ways of doing business have mushroomed, small 
businesses have not kept up with the security requirements of the new 
landscape. Without daily reviews of security procedures and investment 
in cyber protection, there is a very real risk of a small company being 
driven out of business altogether. 

Sixty nine percent of attacks on small businesses were external, with 39% 
being initiated by organized criminals and 23% by hostile nation-states 
and their affiliates. 34% of incidents involved insiders, with 2% of attacks 
being initiated by business partners. The majority of attacks were a result 
of hacking, but malware, social media attacks, employee mistakes, 
account manipulation, and physical attacks all play their part. 

The report demonstrates that any kind of business can come under cyber-
attack, with 15% of healthcare organizations being attacked, 16% of public 
sector organizations and 10% of financial institutions being major targets. 
No area of business was found to be immune to attack. 

The report stresses that it is essential that businesses should be proactive 
in defending their digital property. This doesn't mean that every small 
business has to have a digital expert, but everyone should make 
themselves aware of the risks out there and what they can do to build t 
proper defenses. If you are lacking the confidence to make choices 
yourself, hire an industry expert; the money you spend could save you 
many thousands of dollars, or even save your business. 

Verizon states that the most important thing a business can do is to keep 
updating its security and paying close attention to detail. Opportunities 
for human error should be limited, and you should ringfence your data 
and security around all outlets to the Internet. Make sure that you avail 
yourself of all updates to operating systems and software, and pay special 
attention to the integrity of files related to payments. Two-factor 
authorization is essential for good security, and you should know at all 
times which staff have access to your sensitive data and when. Let them 
know that you're monitoring this to remove temptation. Finally, keep an 
eye on all social media links and make sure that your staff know how to 
recognize pretexting and phishing attacks. 
 



 

  

News Bytes 

Samsung makes good (maybe) on vulnerable fingerprint security for Note10 and Galaxy S10 
Samsung has acted quickly to issue a patch for the Note10 and Galaxy S10 smartphones, after it was shown last week that 
the on-screen fingerprint sensors on both devices could be unlocked if a simple clear screen case or screen protector was 
laid over the sensor. Samsung has not yet officially announced the availability of the patch, but it has been widely reported 
in the press that it is available. 
 
Following the revelations of last week, Samsung issued a press release acknowledging that there were certain problems 
with fingerprint recognition on both devices, saying that with some types of silicon screen protectors a three-dimensional 
pattern was generated that made the device believe it was being shown a previously registered user fingerprint. The advice 
the company gave to owners of the Galaxy Note10/10+ and S10/S10+/S10 5G devices was that any covers of this type 
should be removed, previously registered fingerprints deleted and new fingerprints registered. 
Until a definitive answer is given, it is probably best for users of these devices to enable alternative security to prevent 

unauthorized users accessing their data. 

Google replacing bricked devices 
Users of Google devices Google Home and Google Home Mini have recently been experiencing malfunctions with their 
devices, with an increasing number of reports since the middle of September that they were becoming bricked for no 
apparent reason. 
 
Google have now admitted that this is a problem, which apparently arises from some bad code in one of the company's 
automatic firmware updates. The company will shortly be rolling out a fix to all devices that are still working that will stop 
this from happening to them; anyone whose device has become irreparably bricked can have it replaced by Google free of 
charge, even if it is out of warranty. 
 

The report itself is fairly basic and just covers the last seven 
days. There is no synchronization between machines, so you 
can only see the tracking on the device you are using, and 
detail is scant, e.g., you can't ask for details of which 
companies are attempting tracking. 

There is a link on the report to the Firefox Monitor feature, 
which will let you know if one or more of your email 
accounts has been detected in a previous breach, and 
Lockwise, which can manage and synchronize your 
passwords. In the new update, Lockwise can now generate 
passwords and integrates with Firefox Monitor. 

Mozilla is clearly recognizing that privacy is one of its 
strengths, setting it apart from offerings like Google 
Chrome. Because Google is heavily reliant on online 
advertising and tracking, it can't simply impose strict privacy 
controls as Mozilla has in this new update. 

It may prove that not all users really care about being 
tracked, but for those who do, Mozilla is clearly the 
preferable option among the main players in this field. 
 

Firefox Now Offers Personalized Privacy 

Mozilla launched its Enhanced Tracking Protection feature on 
Firefox in July, it is also planning to enable it by default in 
September.  

The company has now announced that this feature has been 
responsible for putting blocks on over 450 billion tracking 
requests from third parties, i.e., from the huge number of 
companies that attempt to track users who are browsing the 
web. This is pretty impressive, but with Firefox 70, launched 
in October, you can now access your own personalized 
dashboard showing you how frequently Firefox has saved 
you from being tracked by third parties. 

Nothing is required to avail yourself of this new protection in 
Firefox, as it is provided as a default setting. If you want 
enhanced security you can adjust settings in your personal 
setup to make them even more impenetrable, although this 
may result in some sites being unable to load at all. 

This reporting feature is not terribly obvious in terms of being 
central to the Mozilla dashboard, although there is 
apparently signposting for new users. The report can be 
found by clicking on the URL bar's shield icon; this will bring 
up a report about the site you are currently visiting and a link 
to the privacy report. 



 

  

Question of the Month 

Question: How can I create Gmail email folders? 

Answer:  
One of the keys to running a successful small business is being able to file your emails in such a way that you can always 

lay your hands on the information you need and optimize your response time. Gmail labels offers a way of organizing 

your mail with different folders within a Gmail account. To create a label is a very simple process, and once it's done you 

can move your emails into their own separate folder. 

To create a label, simply follow the steps below: 

– In your browser, open Gmail and login with your email address and password 

– In the left-hand pane, click on "More" to see your options 

– To create a new folder, click on "Create new label" 

– If you want to nest your new folder, click the "Nest label under" this option and choose the table 

– Click "Create" and your new folder is ready to use 

 

Five Extensions You Can Add to Your Browser for More Privacy 

 Everyone needs a browser to get onto the Internet, but it's a 
two-way process: malicious players on the Internet can use 
your browser as a way of accessing your data. 
 
Fortunately, there are a number of extensions available for 
browsers that can put a block on pop-up adverts and encrypt 
all your website actions, stopping anyone from tracking what 
you are doing. They may even make your browsing experience 
a little faster. 
 
We present below five extensions you can add to your browser 
that will make your online experience safer.  
 
Privacy Badger from the Electronic Frontier Foundation is one 
of the most effective anti-trackers available. It shows you in 
real time which websites are tracking you and allows you to 
block them completely or partially whenever you want. A 
really useful feature of Privacy Manager is that it doesn't block 
a website's complete traffic, just the tracking elements, so you 
can still access what you want to see without worrying about 
being tracked. 
 
Ghostery performs much the same functions as Privacy Badger 
but its interface is a little easier to use. The program detects 
cookies and blocks tracking so that pages can load faster, but 
is important to note that it does not do this automatically; you 
have to use the interface to view the trackers and decide 
whether they should be blocked or not. 

uBlock Origin is a very popular extension for blocking ads that 
works with all the main browsers such as Opera, Safari, 
Firefox, and Chrome. In addition to blocking pop-up ads, it 
stops them from harvesting any of your data. You can 
personalize the blocker so that you can still see the ads that 
interest you. This blocker has been shown to block more ads 
than other blockers, but it does not use as much memory, 
meaning it won't slow your browser down. 
 
Disconnect anonymizes your browsing but keeps websites 
functional. It can work on both mobile and desktops, and it 
blocks any tracking code that could compromise your 
hardware or your privacy. If a website asks to make a 
connection outside the website you are visiting, Disconnect 
will block it. The option to allow tracking from trusted 
websites is also available. 
 
HTTPS Everywhere imposes the Hyper Text Transfer Protocol 
Secure protocol, used by secure websites, everywhere you 
go, making sure that you are sent to the most secure iteration 
of any website you choose. If you visit a website that is 
unsecured, this program will ensure your privacy and data 
protection by redirecting your traffic through an encrypted 
HTTPS connection. 
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Try Cloudcare AV for 30 days FREE! Go to 

gulfcoastnetworking.com/november for details 
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 APP OF THE MONTH: ABBYY CARD SCANNER 
The ABBYY Business Card Scanner app can help you be more 

efficient with your contacts and save the embarrassment of 

losing business cards and forgetting names. The app, 

available for iPhone, iPad and now Apple Watch, scans 

business cards and turns them into contact data. In the latest 

iteration, the app can respond to Siri commands, so you just 

have to tell your device a name and it will instantly provide 

you with the card and contact details – you can even tell your 

device to call the person without touching a button. 

Available now in the app store for $59.99. 
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If you don’t have a managed-service 

agreement in place, please let us know and 

we’ll conduct a needs analysis and provide 

you with a proposal free of charge! 

Email: rob@gulfcoastnetworking.com 

Phone: 727-847-2424 ext 103 

 

Windows 7 End of Life 

Windows 7 will reach its end of support in mid-January.  

That means that, unless you have paid for an expensive 

extended support contract, your Windows 7 computers will 

no longer receive security and other updates. 

While it may be possible to upgrade your existing Windows 

7 computers to Windows 10, in most cases it makes no 

sense because of the age of the underlying hardware. 

We strongly encourage you to look at replacing any old 

Windows 7 machines with new Windows 10 machines 

before the end of this year. 

Please contact our office for information on new 

computers that will meet your needs. 


