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Useful Tips on Increasing Your 

Browser Security 

For those of us who haven't bothered configuring our browser privacy, 

there are probably a number of weaknesses in our privacy settings. 

Cookies, pop-ups, location tracking… there are many ways your privacy 

can be breached. Below we list some of the ways you can bolster your 

browser security. 

Firstly, select a secure web browser. You don't have to stick with 

standard offerings, but remember no browser is 100% secure. However, 

you can adjust the settings and use a VPN to improve security. 

Look in your browser's privacy settings; the default settings in many 

instances can leave you vulnerable. You should: disallow any redirections 

or pop-ups to minimize malware infiltration; stop automatic downloads, 

ask to be prompted every time; not allow third-party access to cookies 

and delete them after each session; ask for permission before allowing 

anything to access your microphone, camera or location information; 

deactivate Flash, JavaScript and ActiveX – they are all outdated and can 

compromise security; and activate "do not track" requests, although this 

doesn't guarantee that websites will leave you alone. 

It's very important that you keep your browser up to date so that it can 

deal with all the latest threats. All the major browsers have automatic 

update options; make sure these are enabled. 

Use the private/incognito mode to browse privately. In this mode, 

tracking all of your activities and IP address is still possible, but once you 

close the browser down all information about your session is deleted, so 

others can't see where you've been or what you've done. 

The majority of browsers offer extra security extensions that can boost 

your privacy and security. Always make sure that you are installing 

officially approved extensions, and have automatic updates enabled so 

that you don't fall behind the curve on combating the latest threats. 

The best way of keeping yourself completely private when browsing, so 

that nobody (e.g. institution, employer, ISP) can track what you do 

online, is to use a VPN. VPNs mask your location and IP address by 

providing a fictitious one. They also place your data in capsules, so it 

can't be accessed as it passes through unsecured networks, and they 

scramble your data, making it almost impossible for hackers to decode 

it. This is particularly useful if you use public Wi-Fi networks. 

Finally, your best protection is to use your common sense. Never accept 

downloads from sites you can't be 100% sure you trust, don't click on 

shortened links, such as bit.ly, and stay clear of non-HTTPS sites. 
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Hello! We’re pleased to send you this monthly 

issue of the Gulfcoast Networking Newsletter. 

It’ s our way of saying that you’re important to 

us and we truly value your business. Please 

feel free to pass this newsletter on to friends 

and colleagues. Enjoy! 

MONTHLY QUOTES: 

"You gain strength, courage, and 
confidence by every experience in 
which you really stop to look fear in 
the face.” 

Eleanor Roosevelt 

 

"Celebrate the happiness that 
friends are always giving, make 
every day a holiday and celebrate 
just living" 

Amanda Bradley 

 

"Nothing happens until somebody 
sells something.” 

Mary Kay Ash 
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News Bytes 

Earbud Delay 

 

When Microsoft announced its new Surface Earbuds in 2019, delivery was promised "later this year"; however, the 

worldwide launch has been put back to spring 2020. No explanation for this is been given, but the new device, which was 

going to be released in gray and white to work with all Microsoft's Surface products, has clearly yet to live up to 

expectations. 

 

Predicted to retail at $249, the Earbuds are larger than standard offerings and circular in shape; they will have a pair of 

microphones in each ear to assist with noise reduction, as well as touch-sensitive areas for controlling audio and calls. 

 

Big Brother shouldn't be watching you 

 

Amnesty International has joined the growing chorus of critics of Google and Facebook, asserting that the companies' 

business model, which depends on harvesting data from users, is in effect surveillance and undermines human rights, 

particularly the right to privacy. The human rights organization has demanded that both companies should completely 

overhaul their operating models to place user privacy at the center of their offering and to stop malign actors using the 

platforms for their own advantage. 

 

Amnesty has joined a growing chorus of complainants asking for the tech giants to be more responsible, or even to be 

broken up to end their monopoly. It is certainly the case that there have been numerous scandals of recent years 

regarding the abuse of user data, most notably the Cambridge Analytica scandal that cost Facebook $5 billion in fines. 

However, both Facebook and Google have hit back, saying that they are implementing major changes to protect user 

privacy; Facebook also rather pointedly noted that Amnesty pays the company to host targeted advertising for their 

fundraisers on the platform. 

 

them every 90 days? Do you have a procedure for regularly 

updating operating systems and all necessary security 

patches? 

Data backup: is all your essential data (i.e., everything you 

need for daily procedures – this includes customer 

information) stored on a central server and is it backed up 

to a remote or cloud server every night? Is your important 

but nonessential data (i.e., data that isn't in constant use) 

stored on a central server and backed up at regular 

intervals? 

Internet/network security: is every web connection 

protected with firewalls and intrusion detectors? Do you 

access the web remotely via virtual private networks? Are 

you aware of every external access point in your system, 

and do they all have sufficient security?  

Privacy/sensitive information: do you encrypt your 

customers' financial information and is it only available to 

employees who must have access? Do you keep all your 

paper files under lock and key and do you know who has 

access to them? 

Auditing: do you undertake regular audits of the security 

elements mentioned above at least once every six 

months? 

 

IT Security Preparedness Checklist 

Many of us are worried about hackers gaining access to our 

systems, but actually most security breaches are caused by 

employees. Generally, this is not deliberate; an employee 

might accidentally release confidential information, forget 

to shut down screens with financial details on, or 

accidentally delete vital files. 

Up to 80% of SMEs admit that they have had problems with 

employee breaches of security in the last 12 months, 

frequently related to the accidental downloads of malware. 

The majority of business owners know about the need to 

keep their technology secure, but many don't do anything 

until some major incident occurs, and then they have to 

shut the stable door after the horse has bolted. By following 

the checklist below, SMEs can make themselves much more 

secure. 

Security Policy: have you got a clearly stated IT security 

policy, a privacy policy, guidelines on passwords etc., and 

confidentiality agreements with your vendors and 

contractors? Is this all clearly explained to staff? 

Secure desktops: is there up-to-date antivirus software on 

all your computers? Are there security policies concerning 

download and installation of new software? Do you insist on 

passwords being at least eight characters long and changing 



 

  

Question of the Month 
Question: What is the best way to transfer data from your old PC to a new one? 

Answer:  

So, you finally decided that it's time to make the move from PCs to a shiny new Windows 10 computer? Before you start 

enjoying your new computer, you'll need to transfer all your data over from your PC. 

 

The first thing to do is to update software on the new computer.  This includes the drivers and BIOS on your new 

machine.  Once you've done that, you can either connect both machines to your computer network and then share the 

drive on the old machine so that you can access the files from the new machine.  Alternately, you can copy your 

documents, pictures, etc. to an external USB hard drive or flash drive. 

 

Now you should install new copies of whatever application software you use.  If you are using Office 365, you can simply 

log into your Microsoft account and install the programs from there.  If you are using a conventional copy of Office or 

other software that came on a disk, you will likely need to purchase the latest version for your new computer.  The same 

applies to other programs.  It is best to get the most recent version of each program and install it on your new computer. 

 

Of course, if all this sounds a bit much, you can always have us spin up your new computer, install the latest updates and 

migrate your software to your new computer for you.  This is best done in our shop as the process may take a couple of 

days, depending on how many updates the new machine requires. 

 

USB-C: The Port of the Future 

 USB Type-C, commonly known as simply USB-C, is rapidly 

becoming the standard way of charging devices and 

accomplishing data transfers. The smaller form of USB has 

been around since 2014, but it's only become ubiquitous in 

the last couple of years. It is not only replacing older USB 

ports, but also proprietary type port such as Apple's 

Thunderbolt and even replacing ports like headphone 

sockets. 

 

New shape 

USB-C is immediately identifiable for its smaller shape, the 

size of a micro USB. This new connector is capable of 

supporting more efficient standards such as USB 3.1 data 

transfer and USB power delivery. We are all familiar with the 

standard USB connector, but this is simply too large for many 

of today's slimline mobile devices and laptops. One great 

advantage is that USB-C has a reversible shape, i.e. it will fit 

its socket either way up, so no more struggling to insert a 

cable. It can also be used for many different protocols, which 

means that, for example, laptops won't any longer have to 

have VGA ports, HDMI ports, USB-A ports, etc., etc. – a single 

line of USB-C ports can do everything. 

 

New Power Delivery 

Current USB 2.0 connections can only provide you with 2.5 W 

of power, which is sufficient for charging a device but nothing 

else. USB-C can provide up to 100 W, and can multitask as 

well. This means that not only can you enjoy faster charging, 

but you can also receive and send data down the same cable 

while you are charging. Additionally, USB-C can send power 

out as well as receive it, so you could use one device to 

charge another, or receive power and use an external screen 

through the same cable. USB-C is already standard on the 

latest MacBooks and the Chromebook Pixel, and you should 

expect to see it on more and more devices in future. 

 

Faster transfers 

The current USB 3 standard has a theoretical bandwidth of 5 

GB per second, which USB 3.1 doubles to 10 GB per second, 

a massive improvement on data transfer. However, bear in 

mind that USB 3.1 doesn't necessarily have to be delivered 

through a USB-C connector, and vice versa, i.e., just because 

a device has a USB-C port, you won't always be getting USB 

3.1 – check carefully. 

 

More Compatibility 

USB-C and 3.1 are definitely the future of computer and 

device ports. Fortunately, unlike with some new 

technologies, they will remain compatible with older 

devices, albeit through adapters. However, newer devices 

will increasingly start using the new technology, and 

ultimately it should become standard for all devices, 

meaning the old misery of desperately trying to find 

someone with the proprietary cable that matches your 

device could be over. 
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APP OF THE MONTH: COUPONS.COM 
The coupons.com app can save you hundreds of 

dollars by showing you which stores are offering 

discount coupons for groceries and other products.  

 

When you see something you like, you can just 

download it to your phone and then have it scanned 

when you shop – no need for a printer. If you enable 

location finding services, the app can even alert you 

when you are close to a store that has offers that 

could interest you. 
 

Gulfcoast Networking, Inc 

 
FROM THE DESK OF: 

Rob Marlowe 

 

If you don’t have a managed-service 
agreement in place, please let us know and 
we’ll conduct a needs analysis and provide 
you with a proposal free of charge! 

Email: rob@gulfcoastnetworking.com 

Phone: 727-847-2424 x 103 

 


