Gulfcoast Networking Newsletter
Your IT Management Experts

Do You Need New Tech?
January 2021
Hello! We’re pleased to send you this monthly
issue of t h e G u l f c o a s t N e t w o r k i n g
N e w s l e t t e r . It’ s our way of saying that you’re
important to us and we truly value your business.
Please feel free to pass this newsletter on to
friends and colleagues. Enjoy!

MONTHLY QUOTES:
"Start by doing what's necessary;
then do what's possible; and suddenly
you are doing the impossible"
Francis of Assisi
" It is during our darkest moments
that we must focus to see the light”
Aristotle
" Don't judge each day by the harvest
you reap but by the seeds that you
plant"
Robert Louis Stevenson
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When you’re running a business, it can be difficult to know when you
should upgrade, change, or totally replace the technology your company
is using. You don’t want to waste money changing when it’s unnecessary,
but equally, if your tech has become outdated you could see massive
improvements in service quality by replacing it. Below we outline five
signs that should tell you it’s time to invest in upgrades.
Excessive downtime
Slow responses from systems can be caused by poor Internet connections,
faulty servers, or out of date software that responds to slowly to
instructions. Not only do you lose massive amounts of working hours to
such problems, but employees will become demotivated and
disenchanted if they have to work with equipment that can’t keep up with
them. It’s always worth surveying your employees to see what those who
actually have to work with your technology think of it.
Keeping secure
If you find that hackers, ransomware purveyors, and other cyber criminals
seem to be getting into your systems too easily, that indicates that you
need some new technology. The most up-to-date virus protection
software works best on the most up-to-date technology – indeed it often
won’t work with old technology at all.
Compatibility
If you want your company to run efficiently it is much easier to achieve
this if everyone is using the same hardware and the same software. Don’t
upgrade piecemeal, it’s simply not worth it, you really do need everyone
singing from the same hymn sheet when it comes to your technology.
Wasting energy
For many companies, computer systems are a biggest drain on their
energy resources. The older your system is, the less energy-efficient it will
be. For the sake of both your profit and the planet you should consider
investing in the most modern energy-efficient systems and watch your
electricity bills plummet.
Falls in productivity
If you undertake a productivity analysis and find that your workers are
steadily becoming less productive, the problem probably isn't with the
workers but with their equipment. The speed and higher output of new IT
systems inevitably makes workers more productive; customers are served
more quickly and are more likely to become repeat visitors. Conversely, if
you’re trying to serve them with outdated technology, they will soon
decamp to somebody who is prepared to invest in the latest hardware.

Simple Productivity Boosters
Many of us spend most of our working day at our
computers, and we are now so used to it that it is easy to
overlook the fact that we could be working in a number of
unproductive ways. Of course, almost anybody is more
productive with a computer than without it, but there are
many distractions available nowadays that can lead us away
from optimal productivity. Below are some suggestions that
could help you regain productivity.
Productivity level monitoring: Set up an application like
RescueTime, a Google Chrome extension, to record which
sites you are visiting most often and how long you are on
your computer each day. This will show you whether or not
you are spending too much time looking at social media
sites instead of getting your work done and allow you to
make adjustments accordingly.
Keyboard shortcuts: Learning a few common keyboard
shortcuts can save a second or two in comparison to
continuously using the mouse, and it’s surprising how
seconds add up into minutes add up to hours of recovered
productivity over the course of a year. Some of the most
useful ones ALT + Tab, which toggles between open
windows, CTRL + C, V and X, respectively copying, pasting,
and cutting selected items, and CTRL + Z, undoing changes.

Unclutter yourself: over time, it’s easy to allow your
desktop to become a dumping ground for all your files,
photographs et cetera – sometimes we think this actually
helps productivity as everything is there for us when we
need it, but in fact it simply slows you down trying to sort
through the mess. A few hours decluttering your desktop
can work wonders for your productivity. With email, most
services have the capability of providing a priority inbox
that only shows your important messages.
Block out time wasters: If you spend time on social media
while you’re at work, it’s astonishing how much
productivity you can lose: just 15 minutes each working
day equates to 57 hours a year, seven whole working days
every year lost. Use your filters to block these sites for
yourself and your workers and the productivity boost
could be amazing.
To-do lists: There is a variety of organizational software
available, e.g., Google Tasks, that can help you to organize
your time and keep track of your workflow. Simply
spending a few minutes each day to get your ducks in a
row and know where you are going can hugely increase
productivity.

News Bytes
Government Breaches
According to multiple media outlets, hackers working for an overseas state have been able to infiltrate the email of
workers at the U.S. Treasury and the National Telecommunications and Information Administration, the body that sets
Internet/telecommunications policy in the US. Apparently, a meeting of the National Security Council was recently held in
the White House to discuss the problem. It is feared that the hackers may have gained access to other government
agencies as well.
A Commerce Department spokesperson admitted that systems in one bureau had been hacked and that the FBI and CISA
were investigating, but refused to give any further detail. It has been suggested that the NTIA uses Microsoft Office 365
and that this was the program the hackers managed to break into, enabling them to monitor the email of staff at the
agency for a considerable period. At the time of writing, neither the Treasury, the FBI, or Microsoft had any comment to
make about the alleged breach.
Randstad Ransomed
Randstad, the leading global recruitment agency, has fallen victim to ransomware, announcing in a statement that
malicious activity had been detected on the company network. It is believed that this refers to the Egregor ransomware;
while the company states that operationally no compromise of its systems has occurred, it has admitted that the hackers
managed to obtain confidential data, chiefly concerned with company business in France, Italy, Poland, and the US, and
has posted some of this data online.
Randstad is a company employing over 38,000 workers in 38 nations and claims to have found jobs for more than 2
million clients in 2019. The company has stated that it is doing its utmost to deal with the incident, but it has not stated
whether it is prepared to meet any ransom demands from the hackers in order to contain the data leaks.
The Egregor ransomware appears to have taken over from the infamous Maze ransomware that was retired recently,
with known victims including videogame giant Ubisoft, the Metro Vancouver transit system, and giant South American
retailer Cencosud.

Question of the Month
Question: How can I export my Google Drive files?

Answer: Google Drive is one of the most popular platforms of storing and organizing files and documents online.
However, savvy IT users know that there is always a chance of something going wrong and as with any IT endeavor, you
should always think about having a backup for your files.
Fortunately, Google have recognized this too, and they have made available a tool for exporting data, Takeout, allowing
users to do this quickly and easily.
The first thing to do is to go to Google Takeout’s website and use your Google details to sign in. The default setting with
this tool is that when asked it will export all of your data from every Google service you use, for example all your Gmail
messages, alongside your Cloud Drive storage. To avoid clogging up your storage with backup you don’t need, you can
click on “deselect all” and then scroll down and check the box for “Drive”. Following that, you can customize your
download by using the “Drive content options” feature. Using the “Multiple Formats” option, you can select the format
you want your files to be backed up in.
Moving on from there, Google offers you the opportunity to personalize your export options: you can request that the
archive should be emailed to you, or it can be directly uploaded onto another cloud storage facility. Once everything is set
to your satisfaction, you can instruct Google to start backing up your chosen folders. If you have a lot of data, this could
take several days; you can always cancel the export if you need to or want to edit it.
When the process is complete, Google will email you with a link to your archived data, allowing you to download it and
save it on the storage of your choice.

Avoid Getting Held to Ransom
If the ransomware industry issued annual reports, their 2020
edition would note that it is been an extremely profitable
year for them. It’s not far-fetched to call it an industry,
because it is now well organized, networked, and spreading.
Any malicious actor can purchase ransomware kits from the
dark web and start attacking small businesses (the
ransomware target of choice) straight away.
Alongside small businesses, the FBI has reported that this
year ransomware has been used to attack healthcare
facilities, municipal government, and educational institutions.
Nevertheless, more than 50% of attacks target small
businesses. In 2020, the average amount demanded by
ransomware attackers was $178,000.
Ransomware is becoming more sophisticated; in recent times
it appears that one group of hackers will use malware to
make a breach in company security, and then ransomware
users will exploit the vulnerability created. New forms of
software have been developed that can circumvent standard
detection technology, and ransomware attackers have
diversified their business, not just encrypting and locking up
systems as previously but sometimes stealing data at the
same time. Another string to the criminals’ bow is the
practice of “doxing”, where the criminals obtain personal
information about an individual in an organization and
threatened to release it unless their ransom is paid.

One useful form of protection against ransomware is
“canary files”. These are valuable-looking files that are
placed on a network in order to attract ransomware
attackers, instantly triggering an alarm if they try to crack or
steal them. Sometimes ransomware attackers can break into
the system and spend months looking around, testing for
weaknesses; canary files enable companies to identify
exactly when the attackers first gained access, and rollback
the system to a point before then.
Many people think that if they have installed ransomware
software, they are protected, but experts have said that in
fact this software is ineffective against 99% of modern
attacks. Companies need to educate their employees about
how to identify and guard against ransomware, install
software that proactively seeks out and destroys threats,
and continually test their systems with simulations to check
its effectiveness.
Many businesses are now considering investing in insurance
against ransomware: although insurance frequently won’t
cover the financial losses caused by losing intellectual
property, customer data, or system downtime, it will, if
necessary, cover the cost of paying to release your system or
data from the attackers, and all insurance companies
offering such policies have expert negotiators who can deal
with the attackers on your behalf.
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A MONTHLY NEWSLETTER TO INFORM AND ENTERTAIN OUR CLIENTS
APP OF THE MONTH: PIXTICA
Pixtica is a camera app that combines a video and photo
editor, plenty of creative editing capacity, and a fullyfeatured gallery. The app allows for numerous features
such as slow motion, shooting in RAW, time-lapse
photography, different orientations, and more. For devices
with manual controls, the app allows the same level of
control as a DLSR camera, allowing free adjustments of
exposure, focus, shutter speed, white balance, and ISO. The
built-in photo and video editors allow for even more
editing once the shot has been taken. Available free on the
Google Play store (in-app purchases available).
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If you don’t have a managed-service
agreement in place, please let us know and
we’ll conduct a needs analysis and provide
you with a proposal free of charge!
Email: rob@gulfcoastnetworking.com
Phone: 727-847-2424 ext 103

OFFER OF THE MONTH
Need an inexpensive computer for your home?
Call us and ask about our refurbished computers.

All data and information provided in this newsletter is for informational purposes only. Gulfcoast Networking, Inc. makes no representations as to accuracy, completeness, correctness,
suitability, or validity of any information in this newsletter and will not be liable for any errors, omissions, or delays in this information or any losses, injuries, or damages arising from its
display or use. All information is provided on an as-is basis.

