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Hello! We’re pleased to send you this monthly 

issue of t h e  G u l f c o a s t  N e t w o r k i n g  

N e w s l e t t e r  It’ s our way of saying that you’re 

important to us and we truly value your business. 

Please feel free to pass this newsletter on to 

friends and colleagues. Enjoy! 

MONTHLY QUOTES: 

"You always pass failure on the way 
to success." 

Mickey Rooney 

 

"No one is perfect - that’s why pencils 
have erasers." 

Wolfgang Riebe 

 

"The struggle you’re in today is 
developing the strength you need 
tomorrow." 

Robert Tew 
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Five Apps to Boost Your 

Productivity 

Loosely defined, a productivity app is any piece of software that boosts 

your productivity, i.e. makes working easier and helps you to do more in 

a shorter time than you would without it. Below we list five of the best 

productivity apps available for 2021. 

CloudApp: CloudApp works on the principle of the old adage "don't tell, 

show". It's an app that allows you to communicate visually with your 

colleagues or customers; rather than writing out long emails, you can 

show people what you mean with screenshots, screen recordings, GIFs, 

and annotated images, all of which are simple to produce using the app. 

Calendar: One of the most basic tools to improve your productivity is a 

calendar – better planning makes for better productivity. The Calendar 

app uses artificial intelligence to learn about the way you plan and to 

arrange your appointments and meetings in whatever way best suits 

you. It makes sure that you are never double booked, and by sharing a 

link to the app you can allow other people to book appointments with 

you without having to go through the usual scheduling song and dance. 

LastPass: If we added up the amount of time we spend trying to 

remember passwords (and often having to reset them) it would come to 

a significant period over the course of the year, and actually any user-

generated password, which will inevitably consist of memorable words 

or numbers, is easy to hack. LastPass is a browser extension that only 

needs a single password; for everything else, the app will create unique 

secure passwords for you, making it easy to access your most used tools 

without wasting time trying to remember passwords. 

LucidChart: LucidChart helps to boost productivity by allowing you to 

create professional looking visuals just with your mouse or basic 

keyboard commands. You can create your own customized document, or 

use one of the many templates which can be edited for shape, colour 

and layout to make high-quality charts for any purpose. The app is 

optimised for team working, so your colleagues can work with you on 

your designs in real time. 

HelloSign: HelloSign says goodbye to the old days of having to scan 

contracts, email them, and receive scanned signed copies back. 

HelloSign allows you to scan in your signature one time and from then 

on you can sign documents and contracts electronically with the click of 

a mouse. Every document using HelloSign is fully secure and just as 

legally binding as an ink on paper signature. 



 

  

News Bytes 

Free Windows 10 Upgrade 

At the beginning of last year, Windows 7 entered the End of Life phase, i.e. it was no longer supported by Microsoft and 

users were strongly encouraged to download Windows 10. At the time this was free, but nowadays most people would 

believe that they have to pay the $120 upgrade fee for the latest version of Windows. However, it appears that Microsoft 

have left a loophole allowing for free upgrades to continue, and they don't seem particularly bothered about it as their 

primary aim is to keep people on Windows rather than alternative operating systems. Some users have found that 

although reinstalling Windows 7 wipes out your chances of a free upgrade, if you use the Windows Media Creation Tool 

and select the upgrade option from there, you can still get a free copy of Windows 10 that will work every bit as well as 

the $120 option. 

 

Private Number 

Recently both Facebook and TikTok have been subject to serious security breaches that have allowed hackers to access 

user phone numbers; once they have these, they can use them as a gateway for additional attacks. 

There are two options for those who wish to avoid this problem: one is to remove your phone number from all online 

accounts. This does mean that two factor authentication will not be as secure, but by using apps such as Google 

Authenticator or Authy you can still use app-based authentication. 

Some services demand a phone number when setting up an account for verification: in this case, simply don't give out 

your real phone number. You can obtain a Google Voice number for free and set it to forward messages to your real 

phone number, making it an easy and secure way of keeping two factor authentication without putting your real number 

out there. 

However, no phone number can ever be completely secure, so always be wary of any unexpected or "too good to be 

true" messages or calls you receive, and don't give your number out except where it is absolutely essential. 

 

theft of intellectual property, confidential data, and more 

usernames/passwords; they are also the first step into 

launching malware or ransomware attacks. 

The recent drop in price for RDP credentials indicates that 

this is an increasing problem and that more and more RDP 

credentials are becoming available to the criminal market. 

As remote working seems to be here to stay for at least 

half of the coming year, with more and more people using 

such credentials, it may be the case that the problem will 

only get worse. 

Fortunately, there are simple ways in which organisations 

can protect themselves against this market in stolen 

credentials. Firstly, it should be ensured that no accounts 

are secured using default credentials; every remote worker 

should be reminded of their obligation to create strong 

passwords, preferably using an automatic password 

generator for maximum security.  

The other important step that organisations can take is to 

use multifactor authentication so that anyone logging in 

using a username and password will also have to supply a 

code sent to their mobile phone or similar. This means that 

even if hackers manage to obtain a username and 

password, it will remain useless to them. 

 

Hacked RDP Accounts Are Becoming More Abundant 

Generally, we all like a bargain, but the news that cyber 

criminals are cutting the prices they charge to allow hackers 

access into corporate networks is anything but good news.  

The price drop demonstrates that it is becoming ever easier 

for hackers to access leaked passwords and usernames to 

break into networks, often as a result of weak password 

security. 

One of the big problems in this area is the Remote Desktop 

Protocol (RDP) that allows workers to make a secure 

connection with their employer's service from remote 

locations, something that has grown hugely in 2020, for 

obvious reasons. This type of connection has become 

essential during the pandemic, but it also opens up 

weaknesses to corporate secure networks, with passwords 

being stolen or, being set by users, being easy to crack. 

RDP password sets are now available for as little as $16 on 

the dark web, having always cost more than $20 throughout 

2019. The main reason these have become so available is 

that users have employed common and/or weak passwords, 

and also obvious usernames, e.g., "administrator". These 

usernames and passwords can frequently be grabbed using 

an automated brute force attacks, opening up servers to 



 

  

Question of the Month 
Question: How Do I Delete a Microsoft User Profile? 

 

Answer:  

The capacity to add multiple user accounts to Windows 10 is extremely useful for security: if a number of people are 

using the same computer, you can ensure privacy for all of them by setting up separate user accounts. However, at some 

time you may wish to remove a user, either because you don't want them to access the computer any longer or because 

they simply don't need the account. This is a very simple process for anyone with access an Administrator account on a 

Windows 10 computer. 

 

To begin, select the Windows icon on your home screen and initiate a search for "Settings", then open it. Select 

"Accounts", followed by "Family & other users”, then all you have to do is choose the account you wish to delete and click 

on "Remove", selecting "Delete account and data" on the resulting popup. 

 

It should be noted that this method can only be used for users categorised as “Other users". If a user is part of your 

Windows 10 "family", a slightly different procedure is required: visit https://account.microsoft.com/family/ and login to 

your Microsoft account is; this will lead you on a page showing every account that's part of your Microsoft "family". 

Simply click on the "Remove from family" option beneath the name of the user you want to remove, and it's done. 

 

Do remember that removing a user will delete all their documents, data, et cetera, as such, you may wish to discuss with 

them any requirements they may have for backing up their data before removing their account. 

 

Simple Tips for Boosting Your Mobile Phone Battery Life 

 As we become ever more reliant on our mobile devices, 

particularly in this pandemic remote working era, it's vital to 

get the most out of your phone's battery life. Charging points 

aren't always easy to come by, so optimising battery life can 

save you a lot of headaches. Below you’ll find a number of 

tips to make sure you never have to suffer the frustration of a 

dead battery. 

Keep it topped up: in order to preserve the lifespan of your 

battery, it is best to try and maintain a charge of 50% or 

above whenever possible. Additionally, don't overcharge your 

battery; unplug it when it reaches 100% and don't leave it 

charging overnight. Small regular charges are much better for 

your battery than letting it run flat and then recharging to 

100%. The best way to charge your battery is always to use 

the charger it came with rather than a generic USB socket. 

Use Airplane Mode: if you can stand not being continuously 

connected (and you might enjoy it!), switching onto airplane 

mode can save considerable battery time as you won't be 

using Bluetooth, Wi-Fi, GPS etc. If you just need one of these 

features, e.g., you're going out for a run and you want to 

keep GPS tracking on but won't be answering calls, just 

disable the features you don't need. 

Update regularly: app developers are continually releasing 

updates for their products, and frequently a new update will 

be designed to optimise battery life. Always update when 

possible, and also strip out any apps that you have installed 

but don't use; just because they are there in the background 

doesn't mean that they won't be continually draining your 

battery power. 

Dim down: by using a darker wallpaper and dimming your 

screen settings a little, you can save a considerable amount 

of power: dark wallpaper means your phone only needs to 

use power for the colour parts, and a dimmer screen setting 

not only saves power but can be better for your eyes. 

Switch off location settings: many apps will automatically 

track your location, and most of them don't really need to. 

Look at all your apps and turn off location settings for all but 

those that really need it (e.g., running or walking apps). Not 

only will this save battery life, but it will enhance your 

privacy as well. 

Trash the widgets: most of us have widgets on our phone 

that seemed like a good idea at the time but that we never 

actually use. Search through your widgets and get rid of 

anything that you don't use. 

Use the power settings: in iOS and Android, power settings 

are available that offer automatic adjustments to your 

settings to optimise battery use. These may interfere with 

certain features of your phone, so you probably don't want 

to use them all the time, but they are a good fallback option 

if you find you're running out of power and you know you 

won't be able to get to a charger any time soon. 
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APP OF THE MONTH: GRAMMARLY 
The Grammarly keyboard app primarily acts as an inbuilt 

editor that helps you ensure anything you type on your 

mobile phone or device is error free. 

 

Whether you are using composing a Facebook post, Tinder 

proposition, text message, or email, Grammarly Keyboard 

will screen what you write, highlight any potential 

grammar, punctuation, or spelling errors, and provide 

insights on how you may be able to fix them.  

 

The app is currently available on iOS and Android. 
 

Gulfcoast Networking, Inc. 

 
FROM THE DESK OF: 

Rob Marlowe 

 

If you don’t have a managed-service 
agreement in place, please let us know and 
we’ll conduct a needs analysis and provide 
you with a proposal free of charge! 

Email: rob@gulfcoastnetworking.com 

Phone: 727-847-2424 ext 103 

 


