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Hello! We’re pleased to send you this monthly
issue of the Gulfcoast Networking
Newsletter. It's our way of saying that
you’re important to us and we truly value your
business. Please feel free to pass this newsletter
on to friends and colleagues. Enjoy!

MONTHLY QUOTES:

"Keep your face always toward the
sunshine - and shadows will fall
behind you."

Walt Whitman

"We know what we are, but know not
what we may be."

William Shakespeare

"There is nothing impossible to him
who will try."

Alexander the Great
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News From The Shop

Time passes and we strive to stay current with the latest solutions for
our clients. We are pleased to announce that we are beginning the
process of migrating three key offerings to new platforms:

Remote Support:

Two years ago, we began migrating to a new RMM (Remote Monitoring
and Management) platform for our fully managed corporate clients. It
includes a VPN remote access component. Last year, as COVID made it
critical that some of our corporate clients be able to have employees
securely work from home, we opened up the VPN capability to those
clients’ employees.

We are now rolling out this platform for our general remote support
functions. The new platform gives us all the capabilities that we have
with our existing Bomgar system, plus additional security and better
support for Apple products. Because it is cloud based, we'll still be able
to help you even if power and Internet to our office are knocked out by a
storm.

For the time being, the Bomgar Box will remain operational as we
migrate our seniors and other customers over to the new system.

Anti Virus:

As part of our ongoing efforts to keep our clients protected with best in
class antivirus protection, we have started the process of migrating our
non-business clients to a new product.

As subscriptions expire, we will be migrating customers currently using
Avira to Bitdefender Endpoint Security. Bitdefender is a highly rated,
corporate grade AV solution and has the advantage of being fully
integrated into our remote support platform, so we can check your AV
protection with just a few clicks.

Email:

As part of our effort to make our systems more immune to storm related
outages, we have started the process of migrating our clients to mail

servers located in less hurricane prone parts of the country. The new
servers support SSL encrypted connections and offer webmail, among
other features. During this transition, your email address will remain the
same.



Get Ready for the Windows 11 Upgrade

Towards the end of this year, Microsoft will be rolling out
Windows 11, a brand-new operating system to upgrade and
eventually replace Windows 10. It's worth looking at a few
questions regarding this new OS so that we can be prepared
for its arrival.

Firstly, compatibility. Some Windows 10 PCs will be able to
run Windows 11, and if they can, the upgrade costs nothing.
However, not every computer capable of running Windows
10 will be able to run Windows 11, you need a 64-bit PC
containing a TPM 2.0 chip and UEFI Firmware that has a
Secure Boot capacity. If in doubt, you can discover whether
your PC will work with Windows 11 using Microsoft's PC
Health Check app, which is free.

If your computer can't run Windows 11, or you simply want
to stay with Windows 10, you can carry on running it;
Microsoft isn't planning on withdrawing security update
support after October 14, 2025. If you upgrade your
hardware, however, you may have no option but to accept
Windows 11.

In terms of software, you should not have any problems
running all your current software from Windows 10 in
Windows 11, in fact it should run better than before; in
addition, Windows 11 is capable of running Android apps.

In terms of new additions, Microsoft is offering a simplified
Start menu, the capacity to work across multiple windows
and monitors, and there are no more live tiles. There will
be improvements to updates, which will be 40% smaller
and installed in the background instead of making you
wait, and there will only be one major update each year,
not two as there are at present.

There will also be a new widgets pane for the taskbar, and
Microsoft Teams will be integrated into the taskbar as
well. The Microsoft Store will be massively improved, with
all the Windows apps you could possibly need and, as
mentioned, the capacity to install Android apps as well.

Alongside the added features, a few are disappearing: the
taskbar will be permanently moored to the bottom of the
screen instead of being customizable, and you won’t be
able to enable window labels on it. The Start menu is going
to be much simpler, with live tiles removed along with the
capacity to named pinned groups/app folders. Cortona will
no longer be a default option on the taskbar, and it won't
be talking to you as part of the set-up process as it has up
to now.

News Bytes

SolarWinds Still blowing

Microsoft announced on June 25 that the hackers responsible for the SolarWinds supply chain breach had breached
security at their company through an employee computer, using their breach as a basis for targeting customers. The hack
used a relatively unsophisticated password spraying method that simply launches massive numbers of guesses at logins
until a password is hit. Microsoft say the attack was only successful in three instances.

The attack has come as Microsoft continues to investigate Nobelium, the hacking group that employed SolarWinds
software to attack 9 US government entities and 100 private businesses; the US government has stated that the group is
operated by Russian spy agencies. Once the hackers had access to accounts, it was possible for them to view billing
information and the types of services purchased, amongst other details. Microsoft has urged customers to change their
passwords and take care when communicating with billing contacts.

The Nobelium attack was 57% focused on IT companies and 20% on government organizations, with a variety of NGOs,
think tanks and financial providers making up the rest of the targets. The fact that the group was apparently able to
access Microsoft, which should be one of the best defended companies in the world, with such ease demonstrates the
increasing capacity of the group and represents a major worry for security experts.

New Google Reliability Notices

Google has moved to address criticism that it facilitates the spread of misinformation by stating that when people search
for information about breaking news or rapidly developing issues, they will receive warnings stating that due to the
rapidly changing nature of the story they are looking for, the sources may not be entirely reliable. Users will be advised
that they will get better information if they check on the story later. The global pandemic has caused increased criticism
of social media companies and search engines for failing to do enough to address online misinformation, hatred, and
extremism. Google is attempting to address such criticism with the new reliability alerts, as well as contextualizing search
results; users in the US can now see a new "About this result" label that contextualizes the source. The company is
planning to partner with Wikipedia to offer more background on websites that appear in searches, including when it was

indexed and whether it has a secure connection.
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Question of the Month

Question: How can | post to Instagram from my computer?

Answer:

It has long been a source of frustration for keen Instagrammers that unless they employed a third-party workaround
solution it was only possible to add stories to their timeline using the phone app. Facebook have now announced that
they will be adding a new feature allowing users to design and publish their posts direct from the desktop on their Mac or
PC (but not on an iPad). Instagram have acknowledged that many people have been asking for this feature for some time

and have now bowed to demand.

At present the feature is only enabled for a few users; if you are one of them, you will be alerted via a pop-up when you
login. If you do have the feature, or when you get it, it will be quite a simple process to share your post from your
desktop: firstly, you simply click on the + button top right, located between "messages" and "compass" icons, select the
photos/videos you wish to use, filter and edit them, add captions, geotagging, and people tags, and then click share.

That's all it takes!

Apple Fights Sideloading

Apple has published a 16-page report to argue its case that
the company should not be forced to allow sideloading of
apps onto iPhones, contending that this would undermine
security and trust in the company's devices. The publication,
"Building a Trusted Ecosystem for Millions of Apps" offers an
overview of the security measures currently used by Apple
and how they could allegedly be undermined if sideloading is
made mandatory.

Apple has long been criticized by regulators and other
companies in the industry that have lobbied for sideloading
of apps onto iPhones, i.e., allowing users to access apps
without having to go through Apple's App Store. The House
Judiciary Committee in the USA is currently debating a
number of bills intended to address monopolies in the
technology industry, and Apple fears this will lead to
sideloading being forced on the company.

It is not only in the US that Apple's monopoly on apps is being
challenged: in the EU, the Digital Markets Act, currently
under consideration, could force Apple to permit sideloading.
Tim Cook, Apple's CEO, has claimed that such mandatory
measures would destroy security for iPhones.

Sideloading is already permitted on Apple's Mac computers,
but the company contends that the nature of iPhones is that
they carry high levels of personal sensitive data that would be
under threat from malware. The Apple report claims that
enabling sideloading would mean users would be exposed to

malware through third-party app providers and the
company's own App Store. The company claims that third-
party providers would not provide the same level of security
and privacy currently available through its own portals.

Not everyone in the industry is convinced by this argument;
Apple has played up the fact that it has a team of over 500
experts who review 100,000 new apps and updates weekly,
but critics point out that this has not prevented malware
finding its way onto iPhones, for example with casino
software being embedded in apps intended for children and
apps charging fraudulent subscription fees. It has also been
argued that Apple's main concern is to protect the 30%
commission it charges many app developers for selling apps
on the App Store.

Several experts contend that security on iPhones is primarily
dependent on the iPhone architecture, not Apple's control
of the apps loaded onto it, but Apple rebuts this, claiming
that it is the combination of App Store security and the
iPhone system that makes its devices so secure.

While proponents of sideloading say it should be the user's
personal decision whether to allow it on their device, Apple
claims that allowing sideloading could allow malicious actors
access to iPhone systems in a way that could affect all users,
not just those who choose sideloading. The company also
claims that developers are better off using the App Store as
consumers are more likely to purchase apps when they
know they have been through Apple's security processes.



Office Hours:

Gulfcoast Networking Newsletter Mon-Wed 9:00-noon

Thursday 10:30-noon

Friday 9:00-noon

Afternoons and Saturdays are by appointment
Routine telephone support 9-5 Mon-Friday

Times subject to change on short notice, please call
727-847-2424 ext 103 to verify that someone is in the
office.

Rob@gulfcoastnetworking.com

https://gqulfcoastnetworking.com
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APP OF THE MONTH: WAKEOUT

Wakeout is a lifestyle app designed to assist users in
incorporating good habits in their everyday lives to become
fitter and enjoy higher levels of wellness. The app offers 30-
second mini workouts that can be done at any time and
that are customized to times of day and locations, for
example if you want a break time work out in your living
room, or a wind down workout in your kitchen, that's what FROM THE DESK OF:
you get. Sessions can be customized to suit the

environment and the amount of time you have. The ROb MGI’IOWQ
Wakeout app was named the iPhone App of the Year 2020
by Apple, and it is available from the App Store. A full

) .
subscription cost around $7 per month. If you don’t have a managed-service

agreement in place, please let us know and
we’ll conduct a needs analysis and provide

you with a proposal free of charge!

You mean to
tell me that
someohe stole your
identity and you're
happy about it?

Email: rob@qulfcoastnetworking.com
Phone: 727-847-2424 ext 103

well yeah!
| get to become
someone else now.

OFFER OF THE MONTH

Refurbished Windows 10 desktops available

All data and information provided in this newsletter is for informational purposes only. Gulfcoast Networking makes no representations as to accuracy, completeness, correctness,
suitability, or validity of any information in this newsletter and will not be liable for any errors, omissions, or delays in this information or any losses, injuries, or damages arising from its
display or use. All information is provided on an as-is basis.



